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USING TRUSTED DEVICES TO AUGMENT
LOCATION-BASED ACCOUNT
PROTECTION

BACKGROUND

User authentication is an important aspect of providing
security for various computer systems, especially services
for consumers on a publicly accessible computer system
such as the Internet. Such services include, but are not
limited to, electronic mail, remote storage, social network-
ing applications and the like,

In addition to conventional user name and password
combinations, some services include other authentication
measures. For example, a sequence of secret questions and
answers can be presented to the user. As another example, a
device identifier, such as a serial number for the device itself,
or for one or more components of the device, or other
identifier such as a media access control (MAC) address, can
be used to authenticate the user,

The location of the user also can be used to further verify
or question the authenticity of the user. This location can be
derived from computer network addresses, such as the
internet protocol (IP) address used by the computer, from
global position system (GPS) information and the like. For
example, a system can maintain, for each user, a list of
familiar locations from which the user is known to access the
system. If the user attempts to access the system from an
unfamiliar location, the user can be prompted for more
information before the user is authenticated and access to the
system is permitted.

SUMMARY

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description, This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

An authentication process receives information identify-
ing a user, a device used by the user to access a service and
a location in which the device is being used. That authen-
tication process determines whether the location is among a
set of familiar locations stored about the user for the service
being accessed. If the location is not among a set of familiar
locations stored for the user, for example if the user is
traveling and is in an unfamiliar location, then the user is not
authenticated. For example, the user can be prompted for
additional authentication information, or access can be
denied, or a security event can be signaled.

However, a desirable user experience can be obtained by
using information about any existing relationship between
the device and the service which was established at a prior
familiar location. An example of such a relationship is a
synchronization relationship where the service maintains
synchronization with a device, So, instead of challenging or
requiring further authentication information from a user
whose location is unfamiliar, the authentication process
determines whether the device has a relationship established
with the service being accessed.

If the device has a relationship established with the
service being accessed, then the set of familiar locations is
updated to include the location in which the device is being
used. Thus, when the device is moved to anew location, the
relationship indicates the device is trusted by the service,
and the location information can be updated.
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On the other hand, if the device does not have a relation-
ship established with the service being accessed, and if the
location is not among a set of familiar locations stored for
the user, then access to the service can be denied, or the user
can be prompted for additional information, or a security
event can be signaled,

Additional devices used by the user in the new location
can benefit from a first device having a relationship with the
service. For example, if the user accesses the service with a
second device in the new location after accessing the service
with the first device, the set of familiar locations is updated
due to the relationship of the first device. Thus, access to the
service on the second device will not be denied because of
the new location. Additionally, unsuccessful attempts to
establish a relationship with new devices and/or new loca-
tions can be used to signal security events.

In the following description, reference is made to the
accompanying drawings which form a part hereof, and in
which are shown, by way of illustration, specific example
implementations of this technique. It is understood that other
embodiments may be utilized and structural changes may be
made without departing from the scope of the disclosure.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a system which uses a
relationship between a &vice and a service to augment user
authentication.

FIG. 2 is a flow chart illustrating an example implemen-
tation of using synchronization information to augment
location-based authentication.

FIG. 3 is a flow chart illustrating another example imple-
mentation of using synchronization information.

FIG. 4 is a flow chart illustrating another example imple-
mentation of using synchronization information.

FIG. 5 is a block diagram of an example computing
device in which such a system can be implemented.

DETAILED DESCRIPTION

The following section provides an example operating
environment in which a service using location-based
account protection is augmented by using information about
trusted devices. A trusted device is a device that has a
predetermined relationship with the service, such as a syn-
chronization relationship which synchronizes the device
with the service. The example below in FIGS. 1 through 4
illustrates a system that uses a synchronization relationship
between a device and a service. Other relationships in which
the service is communicating with a known and trusted
device can be used as an alternative to a synchronization
relationship.

Referring to FIG. 1, an application or service 100 allows
a device 102 to synchronize data between the device and the
service. Such synchronization capability is commonly found
in, for example, applications for electronic mail, calendar,
contacts (address book), social media and cloud-based stor-
age. The service 100 maintains information 104, typically in
a database, that relates a user’s device 102 with the user’s
account with the service 100. This information is used by a
synchronization application 106 that synchronizes data on
the device 102 with data maintained by the service 100.
Examples of information that is tracked to determine
whether there is a sync relationship when a device accesses
a service includes, but is not limited to, a synchronization
key. The synchronization key includes data about a time
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with the device was last synchronized and is coupled with a
user identifier and a device ID (a unique identifier of the user
device).

Such applications or services also generally allow a user
to access the service through a conventional web browser
108 or similar application on another computing device 110,
such as a personal computer, whether desktop, laptop or
tablet computer, or smart phone.

The service typically has an authentication process 112
that presents a user interface to allow the user to login. When
the user logs in, the authentication process receives infor-
mation 114 about the user, such as a user name and pass-
word. The authentication process also can receive informa-
tion about the device and the user’s location.

The information about the device can include, for
example, a device identifier, such as a serial number for the
device itself, or for one or more components of the device,
or other identifier such as a media access control (MAC)
address, can be used to authenticate the user

The information about the location can be derived from
computer network addresses, such as the internet protocol
(IP) address used by the computer, from global position
system (GPS) information and the like.

The authentication process 112 uses location information
as an additional factor in deciding whether to authorize
access to an account. In particular, for each user, the authen-
tication process maintains a database 116 that includes a set
of familiar locations of the user from which the user has
previously accessed the service 100. If a user attempts to
access the service 100 from a location not in the set of
familiar locations, then the authentication process 112 can
prompt the user for additional authentication data, as indi-
cated at 118.

However, if the user device 102 has a relationship with the
service 100, then the set of familiar locations can be updated
to include the current location of the user device 102. Thus,
instead of prompting the user for additional authentication
data, the authentication process 112 accesses the information
about relationships between the service and devices, such as
synchronization relationships, and updates the set of loca-
tions if such a relationship exists.

Updating the familiar location information for a user
based on a relationship for one device is particularly useful
if the user has two or more devices. For example, a user may
be traveling with a smart phone and a laptop computer. The
smart phone is set to synchronize electronic mail, calendar
and contact information with a user’s account. The user
checks into a hotel and accesses the internet with a laptop
computer and attempts to access the user’s account. Because
of'the synchronization relationship with the smart phone and
the account, the user’s location at the hotel is added to the
list of familiar locations for that user. Thus, when the user
accesses the account with the laptop computer which does
not have a relationship with the service providing the user’s
account, access neither involves prompting the user for
further information nor is denied due to the new location of
the user.

In addition, other security measures can be implemented
using the relationship information. For example, if a user
attempts to establish a synchronization relationship from a
new location, and is unsuccessful, a security event can be
signaled. The user or system administrator could be notified
of the attempt. If successful, the new location can be added
to familiar locations of the user.

Given this context, an example implementation of such a
system will be described in more detail in connection with
FIGS. 2-4.
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Referring now to FIG. 2, a flowchart describing checking
for a relationship for a device will now be described. The
authentication process for a service receives 200 into
memory information identifying a user, a device used by the
user to access the service, and a location in which the device
is being used. The authentication process then determines
202 whether the location is among a set of familiar locations
stored about the user for the service being accessed by the
user. For example, the authentication process can implement
a database lookup to identify the set of familiar locations
stored for the user, and then can perform a search on that set
for the given location. The authentication process also
determines 204 whether the device has a relationship estab-
lished with the service being accessed. If the device has a
relationship established with the service being accessed,
then the authentication process updates 206 the set of
familiar locations to include the location in which the device
is being used. Access to the service can be authorized 208 if
the given location is in the set of familiar locations, whether
originally Or after being updated based on the relationship
information.

Referring now to FIG. 3, a flowchart describing how a
second device can utilize the relationship of another device
will now be described.

The authentication process for a service receives 300 into
memory information identitying a user, a first device, such
as a smart phone, used by the user to access the service, and
a location in which the device is being used. The authenti-
cation process determines 302 whether the first device has a
relationship established with the service being accessed. If
the first device has a relationship established with the service
being accessed (which is the case in this example that shows
how the relationship between the first device and the service
benefits the second device), then the authentication process
updates 304 the set of familiar locations for the user to
include the location in which the first device is being used.

Subsequently, the user attempts to access the service with
a second device, such as a laptop or tablet computer, in the
same location. The authentication process for the service
receives 306 into memory information identifying a user, a
device used by the user to access the service, and a location
in which the device is being used. The authentication
process then determines 308 whether the location is among
a set of familiar locations stored about the user for the
service being accessed by the user. Assuming that the
location update due to the activity of with the first device is
successful, the new location is in the database, and access to
the service will not be denied 310 due to the new location.
It is possible to allow or disallow access at a new location
even if the new location is in the database by further
considering the type of request being made by the device. If
the location update was not successful, access will not be
authorized 312 due to the new location, and the user may be
prompted for additional information.

In FIG. 4, a flowchart describing how an attempt to
establish a synchronization relationship can be used will
now be described.

The authentication process receives 400 information iden-
tifying a user, a device and a location in which the device is
being used. Next, the authentication process receives 402 a
request from the device to establish a synchronization rela-
tionship with the service being accessed. If the attempt is
unsuccessful as determined at 402, it is next determined 404
whether the location is among a set of familiar locations
stored about the user for a service being accessed by the user
through the device. If the location is unfamiliar and the
synchronization attempt is unsuccessful, then a security
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event can be signaled 406, such as by notifying the user
and/or a system administrator. If the location is familiar, then
authorization based on location can be allowed (as noted at
412), however, the system might take other authorization
steps before allowing access to the service.

If the synchronization attempt is successful, then it is
determined 408 whether the location is among the set of
familiar locations. If the second device is successful in
establishing anew synchronization relationship from a loca-
tion that is not among the set of familiar locations, then the
set of familiar locations is updated 410 to include the
location of the second device. With the device being in a
familiar location, the access to the service based on location
can be authorized 412.

With this use of a relationship, such as a synchronization
relationship, to infer that a device is trusted, the location in
which the device is being used can be considered trusted in
a system that uses location-based authentication. Such usage
provides a desirable user experience by not denying access
when a user is in a new location with a trusted device.
Additionally, the combination of location information and
attempts at establishing a relationship can be used to signal
security events to a user or system administrator.

Having now described an example implementation, a
computing environment in which such a system is designed
to operate will now be described. The following description
is intended to provide a brief, general description of a
suitable computing environment in which this system can be
implemented. The system can be implemented with numer-
ous general purpose or special purpose computing hardware
configurations. Examples of well known computing devices
that may be suitable include, but are not limited to, personal
computers, server computers, hand-held or laptop devices
(for example, media players, notebook computers, cellular
phones, personal data assistants, voice recorders), multipro-
cessor systems, microprocessor-based systems, set top
boxes, game consoles, programmable consumer electronics,
network PCs, minicomputers, mainframe computers, dis-
tributed computing environments that include any of the
above systems or devices, and the like.

FIG. 5 illustrates an example of a suitable computing
system environment. The computing system environment is
only one example of a suitable computing environment and
is not intended to suggest any limitation as to the scope of
use or functionality of such a computing environment.
Neither should the computing environment be interpreted as
having any dependency or requirement relating to any one or
combination of components illustrated in the example oper-
ating environment.

With reference to FIG. 5, an example computing envi-
ronment includes a computing machine, such as computing
machine 500. In its most basic configuration, computing
machine 500 typically includes at least one processing unit
502 and memory 504. The computing device may include
multiple processing units and/or additional co-processing
units such as graphics processing unit 520. Depending on the
exact configuration and type of computing device, memory
504 may be volatile (such as RAM), non-volatile (such as
ROM, flash memory, etc.) or some combination of the two.
This most basic configuration is illustrated in FIG. 5 by
dashed line 506. Additionally, computing machine 500 may
also have additional features/functionality. For example,
computing machine 500 may also include additional storage
(removable and/or non-removable) including, but not lim-
ited to, magnetic or optical disks or tape. Such additional
storage is illustrated FIG. 5 by removable storage 508 and
non-removable storage 510. Computer storage media
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includes volatile and nonvolatile, removable and non-re-
movable media implemented in any method or technology
for storage of information such as computer program
instructions, data structures, program modules or other data.
Memory 504, removable storage 508 and non-removable
storage 510 are all examples of computer storage media.
Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory, or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can accessed by computing machine 500. Any
such computer storage media may be part of computing
machine 500,

Computing machine 500 may also contain communica-
tions connection(s) 512 that allow the device to communi-
cate with other devices. Communications connection(s) 512
is an example of communication media. Communication
media typically carries computer program instructions, data
structures, program modules or other data in a modulated
data signal such as a carrier wave or other transport mecha-
nism and includes any information delivery media. The term
“modulated data signal” means a signal that has one or more
of its characteristics set or changed in such a manner as to
encode information in the signal, thereby changing the
configuration or state of the receiving device of the signal.
By way of example, and not limitation, communication
media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acous-
tic, RF, infrared and other wireless media.

Computing machine 500 may have various input
device(s) 514 such as a keyboard, mouse, pen, camera, touch
input device, and so on. Output device(s) 516 such as a
display, speakers, a printer, and so on may also be included.
All of these devices are well known in the art and need not
be discussed at length here.

The input and output devices can be part of a natural user
interface (NUI). NUI may be defined as any interface
technology that enables a user to interact with a device in a
“natural” manner, free from artificial constraints imposed by
input devices such as mice, keyboards, remote controls, and
the like.

Examples of NUI methods include those relying on
speech recognition, touch and stylus recognition, gesture
recognition both on screen and adjacent to the screen, air
gestures, head and eye tracking, voice and speech, vision,
touch, gestures, and machine intelligence. Example catego-
ries of NUI technologies include, but are not limited to,
touch sensitive displays, voice and speech recognition,
intention and goal understanding, motion gesture detection
using depth cameras (such as stereoscopic camera systems,
infrared camera systems, RGB camera systems and combi-
nations of these), motion gesture detection using acceler-
ometers, gyroscopes, facial recognition, 3D displays, head,
eye, and gaze tracking, immersive augmented reality and
virtual reality systems, all of which provide a more natural
interface, as well as technologies for sensing brain activity
using electric field sensing electrodes (EEG and related
methods).

Such a system can be implemented in the general context
of software, including computer-executable instructions
and/or computer-interpreted instructions, such as program
modules, being processed by a computing machine. Gener-
ally, program modules include routines, programs, objects,
components, data structures, and so on, that, when processed
by a processing unit, instruct the processing unit to perform
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particular tasks or implement particular abstract data types.
This system may be practiced in distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work. In a distributed computing environment, program
modules may be located in both local and remote computer
storage media including memory storage devices.

Alternatively, or in addition, the functionally described
herein can be performed, at least in part, by one or more
hardware logic components. For example, and without limi-
tation, illustrative types of hardware logic components that
can be used include Field-programmable Gate Arrays (FP-
GAs), Program-specific Integrated Circuits (ASICs), Pro-
gram-specific Standard Products (ASSPs), System-on-a-
chip systems (SOCs), Complex Programmable Logic
Devices (CPLDs), etc,

The terms “article of manufacture”, “process”, “machine”
and “composition of matter” in the preambles of the
appended claims are intended to limit the claims to subject
matter deemed to fall within the scope of patentable subject
matter defined by the use of these terms in 35 U.S.C. §101.

Any or all of the aforementioned alternate embodiments
described herein may be used in any combination desired to
form additional hybrid embodiments. It should be under-
stood that the subject matter defined in the appended claims
is not necessarily limited to the specific implementations
described above. The specific implementations described
above are disclosed as examples only.

What is claimed is:

1. A computer-implemented process performed by an
authentication process for a service accessible over a com-
puter network, comprising:

receiving information identifying a user, a first device

from which the user is currently accessing the service,
and a geographic location in which the first device is
currently being used, into memory;

determining whether the geographic location of the first

device is among a set of authorized locations, from
which the user has previously accessed the service, and
stored for the user for the service;
determining whether the first device has a relationship
previously established with the service being accessed,
the relationship being a kind of relationship in which
the service communicates with a device that is known
and trusted by the service;
in response to a determination that the first device has the
relationship established with the service being
accessed, adding the geographic location in which the
first device is currently being used to the stored set of
authorized locations for the user and allowing the first
device to access the service from the geographic loca-
tion in which the first device is currently being used;

receiving information identifying a user, a second device,
different from the first device, and a geographic loca-
tion in which the second device is currently being used,
into memory; and

determining whether the geographic location of the sec-

ond device is among the set of authorized locations
stored for the user for the service being accessed as
updated according to the geographic location of the first
device; and

in response to a determination that the geographic loca-

tion of the second device is among the set of authorized
locations stored for the user as updated according to the
geographic location of the first device, allowing access
to the service through the second device.
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2. The computer-implemented process of claim 1, further
comprising:
in response to a determination that the first device does
not have the relationship established with the service
being accessed, and a determination that the geographic
location of the first device is not among the set of
authorized locations stored for the user, signaling a
security event.
3. The computer-implemented process of claim 1, further
comprising:
in response to a determination that the geographic loca-
tion of the second device is not among the set of
authorized locations stored for the user as updated
according to the geographic location of the first device,
not allowing the second device to access the service
from the geographic location.
4. The computer-implemented process of claim 3, further
comprising:
in response to a determination that the geographic loca-
tion of the second device is not among the set of
authorized locations stored for the user as updated
according to the geographic location of the first device,
prompting the user of the second device for additional
information to authenticate the user.
5. The computer-implemented process of claim 1, further
comprising:
receiving a request from the second device to establish the
relationship with the service being accessed; and
determining whether the geographic location of the sec-
ond device is among the set of authorized locations
stored for the user for the service being accessed; and
signaling a security event in response to determinations
that the second device is unsuccessful in establishing
the relationship with the service from the geographic
location and that the geographic location of the second
device is not among the set of authorized locations
stored for the user for the service.
6. The computer-implemented process of claim 1, further
comprising:
receiving a request from the second device to establish the
relationship with the service being accessed; and
determining whether the geographic location of the sec-
ond device is among the set of authorized locations
stored for the user for the service being accessed; and
in response to determinations that the second device is
successful in establishing the relationship with the
service from the geographic location and that the
geographic location is not among the set of authorized
locations, adding the geographic location in which the
second device is currently being used to the set of
authorized locations for the user.
7. An article of manufacture comprising:
a computer storage medium including at least one of a
memory and a storage device;
computer program instructions stored on the computer
storage medium which, when processed by a process-
ing device, instruct the processing device to perform an
authentication process for a service accessible over a
computer network, comprising:
receiving information identifying a user, a first device
from which the user is currently accessing the service,
and a geographic location in which the first device is
currently being used, into memory;
determining whether the geographic location of the first
device is among a set of authorized locations, from
which the user has previously accessed the service, and
stored for the user for the service;
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determining whether the first device has a relationship
previously established with the service being accessed,
the relationship being a kind of relationship in which
the service communicates with a device that is known
and trusted by the service;
in response to a determination that the first device has the
relationship established with the service being
accessed, adding the geographic location in which the
first device is currently being used to the set of autho-
rized locations for the user and allowing the first device
to access the service from the geographic location in
which the first device is currently being used;
receiving information identifying a user, a second device,
different from the first device, and a geographic loca-
tion in which the second device is currently being used,
into memory; and
determining whether the geographic location of the sec-
ond device is among the set of authorized locations
stored for the user for the service being accessed as
updated according to the geographic location of the first
device; and
in response to a determination that the geographic loca-
tion of the second device is among the set of authorized
locations stored for the user as updated according to the
geographic location of the first device, allowing access
to the service through the second device.
8. The article of manufacture of claim 7, wherein the
process further comprises:
in response to a determination that the first device does
not have the relationship established with the service
being accessed, and a determination that the geographic
location of the first device is not among the set of
authorized locations stored for the user, signaling a
security event.
9. The article of manufacture of claim 7, wherein the
process further comprises:
in response to a determination that the geographic loca-
tion of the second device is not among the set of
authorized locations stored for the user, not allowing
the second device to access the service from the geo-
graphic location.
10. The article of manufacture of claim 9, wherein the
process further comprises:
in response to a determination that the geographic loca-
tion of the second device is not among the set of
authorized locations stored for the user, prompting the
user of the second device for additional information to
authenticate the user.
11. The article of manufacture of claim 7, wherein the
process further comprises:
receiving a request from the second device to establish the
relationship with the service being accessed; and
determining whether the geographic location of the sec-
ond device is among the set of authorized locations
stored for the user for the service being accessed; and
signaling a security event in response to determinations
that the second device is unsuccessful in establishing
the relationship with the service from the geographic
location and that the geographic location of the second
device is not among the set of authorized locations
stored for the user for the service.
12. The article of manufacture of claim 7, wherein the
process further comprises:
receiving a request from the second device to establish the
relationship with the service being accessed; and
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determining whether the geographic location of the sec-
ond device is among the set of authorized locations
stored for the user for the service being accessed; and

in response to determinations that the second device is
successful in establishing the relationship with the
service from the geographic location and that the
geographic location is not among the set of authorized
locations, adding the geographic location in which the
second device is currently being used to the set of
authorized locations for the user.

13. A computing machine comprising:

an authentication process, executed on the computing

machine, for a service accessible over a computer
network, having inputs for receiving information iden-
tifying a user, a first device from which the user is
currently accessing the service and a geographic loca-
tion in which the first device is currently being used,
into memory;

storage in which data is stored about users for the service

including data describing, for each user, a set of autho-
rized locations from which the user has previously
accessed the service;

storage in which data is stored describing relationships

between devices and the service, the data associating
devices with user accounts with the service for a
relationship in which the service communicates with a
device that is known and trusted by the service;

the authentication process determining whether the first

device has the relationship previously established with
the service being accessed;

in response to a determination that the first device has the

relationship previously established with the service
being accessed, the authentication process adding the
geographic location in which the first device is cur-
rently being used to the set of authorized locations for
the user and allowing the first device to access the
service from the geographic location in which the first
device is currently being used;

the authentication process further comprising an input

configured to receive information identifying a user, a
second device, different from the first device, and a
geographic location in which the second device is
currently being used, into memory;

the authentication process configured to determine

whether the geographic location of the second device is
among the set of authorized locations stored for the
user for the service being accessed as updated accord-
ing to the geographic location of the first device, and,
in response to a determination that the geographic
location of the second device is among the set of
authorized locations stored for the user as updated
according to the geographic location of the first device,
to allow access to the service through the second
device.

14. The computing machine of claim 13, wherein the
authentication process determines whether the first device is
accessing the service from a geographic location in the set
of authorized locations.

15. The computing machine of claim 13, wherein the
authentication process signals a security event if the first
device is unsuccessful in establishing the relationship with
the service from the geographic location of the first device.

16. The computing machine of claim 13, wherein the
authentication process prompts the user for additional infor-
mation if the geographic location of the first device is not in
the set of authorized locations.
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17. The computing machine of claim 13, wherein the
authentication process is further configured to:

receive a request from the second device to establish the
relationship with the service being accessed;

determine whether the geographic location of the second 5
device is among the set of authorized locations stored
for the user for the service being accessed; and

in response to determinations that the second device is
successful in establishing the relationship with the
service from the geographic location and that the 10
geographic location is not among the set of authorized
locations, add the geographic location in which the
second device is currently being used to the set of
authorized locations for the user.
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